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Abstract: The digital world has created new opportunities for aggression through 

cyberaggression. Despite growing research interest in cyberaggression, little is 

known about the various bystander roles in the digital interaction. This paper 

examines the effect of parental monitoring practices (parental restriction, youth 

disclosure, and parental solicitation) on five bystander roles: aggressor-supporter, 

defender, help-seeker, outsider, and passive bystander. Data were derived from 

self-report questionnaires answered by a sample of 501 adolescents in Israel. The 

findings indicate that adolescents who share their experiences of cyberaggression 

with their parents are more likely than others to defend the cybervictim. 

Interaction effects were found between adolescent gender, installing warning 

applications, parent gender, and the aggressor-supporter role. Boys whose parents 

installed warning applications and whose fathers monitored their online activities 

were positively associated with the aggressor-supporter role, while girls who were 

higher aggressor-supporter reported that their parents used warning applications 

but did not monitor their online activities. The discussion focuses on the 

theoretical and practical implications of the effectiveness of parental monitoring 

on the cyberaggression bystander’s role. 
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Communication technologies have become a necessity of daily life. Adolescents, sometimes 

referred to as the “net generation” or “digital natives”, frequently use online social networks; one 

survey of American adolescents showed that a large majority (95%) have access to smartphones 

and 45% of them used the Internet “almost constantly” (Anderson & Jiang, 2018, p. 2). At the 

same time, the digital world has created new opportunities for delinquency and crime (Vandebosch 

et al., 2012), including acts of aggression that negatively affect many adolescents. For example, 

adolescents who are either cyberaggressors or cybervictims are more likely to have suicidal 

thoughts and to attempt suicide than are adolescents who have not experienced cyberaggression 

(Patchin & Hinduja, 2010). Accordingly, cyberaggression has become a growing concern for 

society: one extensive literature survey found prevalence rates in adolescents ranging from 5.3% 

to 31.5% for cyberaggression, and 2.2% to 56.2% for cybervictimization (Modecki et al., 2014). 

Social ecological theory (Bronfenbrenner, 1992) emphasizes the need to explore the 

interrelated systems, both proximal and distal with respect to the children themselves, that 

influence children’s behavior; these are known as micro-, meso-, exo-, macro-, and chrono-

systems. As described by Hong and Espelage (2012), the theory provides a framework for 

understanding potential risk and protective factors deriving from different systems, whether 

individual (e.g., age, gender), social (e.g., family relations, peer group dynamics), or 

environmental (e.g., cultural norms, religion). Parental monitoring is one example of a proximal 

effect that is situated in the micro-system; it incorporates interactions of youth with others and 

with groups within immediate settings (e.g., home, school), and influences adolescent 

cyberaggression involvement (Baldry et al., 2019). 

While there is accumulated knowledge about parental monitoring in the case of 

cyberaggressors, cybervictims, and cyberaggressor–victims (Khurana et al., 2015; Kowalski et al., 

2014; Mishna et al., 2012), little is known about the effect of parental monitoring on 

cyberbystander roles (Wright & Wachs, 2018). The current study seeks to address this research 

gap by exploring the effect of parental monitoring on cyberbystander roles and how the interactions 

of parental monitoring with individual characteristics (adolescent age and gender, and parent 

gender) affect these roles. We posit that it is particularly important to investigate parental 

monitoring: although cyberbystanders may be motivated to assist when witnessing prolonged 

damage to cybervictims on a daily basis, it can be difficult for them to defend the victim and help 

stop the attacks without adult supervision or intervention (Kowalski et al., 2014). 

We first review the literature on cyberaggression and bystander involvement in aggression and 

cyberaggression. We then address the existing literature regarding parental monitoring in 

cyberaggression, taking into account gender and age differences. 
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Cyberaggression 

Cyberaggression refers to a wide range of negative behaviors that occur in internet settings. 

These behaviors include publishing offensive private pictures and videos and posting or sending 

malicious messages, as well as other forms of aggressive behavior such as “flaming” (harsh 

invective), impersonation, and cyberstalking (Grigg, 2010). Recent indications show that 

cyberaggression occurs less frequently than traditional aggression (Wang et al., 2011); however, 

the psychosocial outcomes of cyberaggression (stress, anxiety, depression, dropping out of school, 

substance abuse, and, in extreme cases, murder and suicidal ideation) are consequential (Kowalski 

et al., 2014). 

Aggression, whether traditional or cyber, may be more than a dyadic interaction between an 

aggressor and a victim: group processes and bystanders are often involved. Thus, when 

cyberaggression takes place in a peer group, its members engage in different roles, such as 

encouraging the aggressor, defending the victim, or remaining passive and refraining from any 

involvement (Salmivalli, 2010; Salmivalli & Voeten, 2004). 

Extensive research has been conducted on bystander roles in traditional aggression incidents 

(Salmivalli & Voeten, 2004; Thornberg & Jungert, 2013). Bystanders play a vital role in 

determining the outcomes of aggression incidents (Salmivalli, 2010). In Atlas and Pepler’s (1998) 

study of classroom bullying, bystanders were present in 85% of the incidents observed. Hawkins 

et al. (2001) found that peers in a school playground intervened in 19% of bullying incidents, and 

succeeded in stopping 57% of those. 

Salmivalli (2010) distinguished three main bystander behavior roles: pro-aggressor (reinforcer 

and assistant, referred to here as aggressor-supporter), in which the individual encourages and 

actively supports the aggressor; pro-victim (defender), in which the bystander actively helps the 

victim and opposes the aggressor; and passive (outsider), in which the bystander avoids active 

involvement and does not extend support to either side. A recent study identified two additional 

discrete roles — help-seeker and passive bystander; empirical distinctions have been found 

between help-seekers and defenders, as well as between outsiders and passive bystanders (Levy & 

Gumpel, 2018). 

The three main bystander roles (aggressor-supporter, defender, and outsider) also appear in 

cyberaggression incidents (Bastiaensens et al., 2014). However, Barlinska and colleagues (2013) 

found that most bystanders support the cyberaggressor or remain outsiders, whereas 

cyberdefenders are portrayed as exceptional bystanders who intervene on behalf of the victim 

because they have experienced cybervictimization and possess moral reasoning skills (Patterson 

et al., 2017). Olenik-Shemesh and colleagues (2017) reported that 46.4% of participants in a 

sample of Israeli youth had been cyberaggression bystanders. More than half had taken the passive 

role; only one third had actively helped the cybervictim. 

https://www.sciencedirect.com/science/article/pii/S0140197117301525#bib58
https://www.sciencedirect.com/science/article/pii/S0140197117301525#bib59
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Characteristics of cyberaggression, but not of aggression generally, include anonymity, low 

supervision, physical distance, and public exposure (Patchin & Hinduja, 2010). These 

characteristics may make it difficult for cyberbystanders to intervene in cyberaggression incidents. 

For example, in traditional aggression the passive bystander implicitly approves of or consents to 

the aggressor’s behavior by witnessing the event without intervening (Salmivalli, 2010). In 

cyberaggression, the victim may actually prefer that bystanders remain passive, since the 

involvement of further individuals carries the risk of increasing public exposure and thus escalating 

the harmful act (Barlińska et al., 2013). At the same time, physical distance can be considered a 

disadvantage for bystanders because online interactions are often not enriched by nonverbal social 

cues such as facial expressions that could otherwise enable them to recognize the victim’s distress. 

Conversely, physical distance may help bystanders support the victim without fear of risking 

physical retaliation by the aggressor (DeSmet et al., 2016). 

A wide range of factors determine bystander decisions to intervene online, including: age and 

gender (Olenik-Shemesh et al., 2017), incident severity, social pressure (Bastiaensens et al., 2016), 

moral disengagement (DeSmet et al., 2014; Patterson et al., 2017), affective and cognitive empathy 

(Barlińska et al., 2013), number of offenders (Kazerooni et al., 2018), and the bystander effect 

(Obermaier et al., 2016). However, little research has examined the effect of parental monitoring 

on cyberbystander roles. 

Parental Monitoring 

Family connections become less pronounced in adolescence, with social ties and status among 

peers taking precedence, especially among early adolescents (Boniel-Nissim & Sasson, 2018). 

While striving to gain more independence, they reduce the frequency and intensity of 

communication with their parents (Keijsers & Poulin, 2013). They begin to take control over the 

amount of information they share with their parents by not revealing thoughts and experiences as 

freely as in the past (Frijns et al., 2020). In an attempt to regain control, parents may monitor or 

restrict the adolescent’s activities, or explicitly solicit information from them (Laird et al., 2013). 

Some terms used to describe parental involvement in adolescents’ cyberexperiences are 

“parental control”, “parental monitoring”, and “parental mediation”. Parental control refers to 

parental awareness and follow-up of the adolescent’s social connections and activities (Elsaesser 

et al., 2017). Kerr and colleagues (2010) describe three parental monitoring strategies that help 

parents obtain information about the whereabouts of their adolescent children: (a) control, or 

restriction, whereby parents set rules and demand information from adolescents before they engage 

in social activities; (b) parental solicitation, which refers to requesting information from the 

adolescent, and his or her friends and their parents; and (c) youth disclosure, which depends on 

adolescents’ willingness to proactively share information with parents about their social activities. 

The first two strategies are initiated by parents and the third by adolescents themselves. Some 

scholars (e.g., Mesch, 2009) who use the term “parental mediation” distinguish between restriction 

mediation, by which parents either limit the adolescent’s access to social media or monitor their 
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online habits by installing warning applications, and evaluation mediation, which relates to 

parent’s tendency to openly discuss with their children the dangers to be found online (e.g., 

formulating together acceptable rules for web engagement). 

For the purposes of this study we use the three parental monitoring strategies described by Kerr 

and colleagues (2010): parental restriction, youth disclosure, and parental solicitation. 

Findings regarding the effects of parental monitoring on reducing cyberaggression are 

inconsistent. For example, several studies have indicated that parental monitoring reduces 

children’s aggressive behavior on the internet (Khurana et al., 2015; Shapka & Law, 2013), while 

others did not find such an association (Mesch, 2009; Sengupta & Chaudhuri, 2011). Khurana et 

al. (2015) found an indirect association between parental monitoring and cyberaggression, 

mediated by restricting internet access in the child’s bedroom. Several studies found the effect of 

parental monitoring to be dependent on the type of participation in cyberaggression. Mishna and 

colleagues (2012) found that parents of children who were both cyberaggressors and cybervictims 

(cyberaggressor–victims) were more likely to use internet blocking programs than parents of 

children who were not involved in either cyberaggression or cybervictimization. Cyberaggressors 

who reported weaker emotional relationships with their parents were more severely disciplined by 

their parents, and their online activities were less closely monitored (Wang et al., 2009). Similarly, 

cybervictims reported less parental control over their online activities (Kowalski et al., 2014). 

Although there is growing knowledge about parental monitoring in cyberaggression, much less 

is known about the role of youth disclosure. Early adolescents are reluctant to disclose information 

to their parents (Laird et al., 2013). Makri-Botsari and Karagianni (2014) indicated that the 

majority of adolescents in their study preferred to report cyberaggression incidents to their friends 

rather than to their parents. They also suggested that adolescents who more often engaged in 

cyberaggression against peers were compensating for lack of communication with and rejection 

by their parents. 

Although adolescents are often reluctant to disclose information about their cyberactivities, 

some evidence indicates that adolescent disclosure is more effective than parental monitoring in 

reducing delinquency. In a longitudinal study on the associations between three parental strategies 

— control, solicitation, and reliance on youth disclosure — and delinquency among adolescents, 

parental knowledge of an adolescent’s whereabouts was associated with the adolescent’s 

disclosure of information and not with parental control; only disclosure predicted decreased 

delinquency (Kerr et al., 2010). Disclosure was also found to be protective against aggression and 

cyberaggression (Elsaesser et al., 2017) and should therefore be included in studies on 

cyberbystander roles. 

When parents react supportively to disclosure of bystander cyberexperiences, adolescents’ 

confidence about intervening on behalf of a victim may increase: findings have indicated that 

higher levels of social support and lower levels of loneliness among cyberbystanders are associated 
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with extending help to the victim (Olenik-Shemesh et al., 2017). Hence, adolescent disclosure may 

be crucial in determining whether a particular adolescent will provide help and support to the 

cybervictim. Despite growing empirical data regarding the effect of parental monitoring on 

cyberaggression, research on the effects of disclosure on cyberbystander roles is limited. DeSmet 

and colleagues (2014) showed that adolescents generally perceived a lack of parental support for 

defending the victim. Wright and Wachs (2018) found that being a bystander who witnessed 

cyberaggression was positively related to both restriction and evaluation mediation. However, 

these results were limited to witnessing the cyberaggression, and did not distinguish among 

bystander roles. 

Gender and Age Differences in Cyberaggression, Cyberbystander Roles, and Application of 

Parental Monitoring 

Findings regarding gender and age differences in cyberbystander behavior have been 

inconclusive (Hinduja & Patchin, 2010). Some studies did not find gender and age differences in 

cyberbystander roles (Barlińska et al., 2013; Macháčková et al., 2013), whereas others found such 

differences to exist. For example, various studies found that younger adolescent girls helped 

victims, while boys and older adolescents joined the aggressor or remained passive (Pabian & 

Vandebosch, 2016; Van Cleemput et al., 2014). In contrast, Olenik-Shemesh and colleagues 

(2017) reported that girls and older adolescents were more likely to actively help cybervictims 

than to remain passive bystanders. Bastiaensens and colleagues (2014) showed results similar to 

traditional aggression, with girls tending to comfort and support the victim and boys tending to 

support the aggressor. 

Past research demonstrated that in cases of cyberaggression and cybervictimization, parental 

monitoring differed by adolescent age (Khurana et al., 2015) and gender (Wright, 2017). In relation 

to gender differences, Baldry and colleagues (2019) showed that boys who were cyberaggressors 

did not receive parental guidance regarding safe internet use and the risks of online surfing; in 

contrast, girls who suffered cybervictimization reported elevated parental supervision. Keijsers 

and Poulin (2013) examined changes in parent–adolescent communication patterns among 390 

adolescents aged 12 to 19. Early adolescents reported less disclosure of information and early 

adolescent girls reported less parental solicitation and higher secrecy levels. Middle adolescents 

reported less parental monitoring and middle adolescent girls reported more adolescent disclosure 

and parental solicitation and less keeping of secrets. These results underscore the need to explore 

the impact of parental monitoring on cyberbystander roles in relation to adolescent gender and age. 

The role of parent gender is another important aspect of parental monitoring. Inconsistent 

findings have emerged regarding the effects of parent gender on parental monitoring with regard 

to cyberaggression. Several studies have found that fathers are more engaged than mothers in 

internet monitoring (Wang et al., 2005), while others have indicated stronger involvement of 

mothers in parental control and parental warmth (Lau & Yuen, 2016; Valcke et al., 2010). Some 

consistency was found, however, regarding parental styles in relation to cyberaggression, with 
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fathers having a more dominant, authoritarian, style and mothers an authoritative parenting style 

(Valcke et al., 2010). A longitudinal study conducted by Zurcher and colleagues (2018) 

demonstrated different parental styles with respect to cyberaggression by both adolescent and 

parent gender. Both parental verbal hostility and physical coercion (subtypes of the authoritarian 

parenting style) were linked to cyberaggression attitudes and participation among boys, while a 

mother’s permissive parental style was linked to cyberaggression among girls. Research is lacking 

regarding whether the effects of parental monitoring on cyberbystander roles vary according to 

parent gender. 

In summary, examining the effects of parental monitoring on cyberbystander roles in relation 

to adolescent gender and age and parent gender may enhance our understanding of familial and 

demographic patterns underlying cyberbystander roles. 

Research Aims and Hypotheses 

The present study aimed to fill the literature gap by exploring the effect of parental monitoring 

on cyberbystander roles in relation to gender and age differences. Specifically, the first aim was to 

determine whether the help-seeker and passive-bystander roles are found in cyberaggression 

interactions. We assumed that, similar to the bystander roles in traditional aggression (Levy & 

Gumpel, 2018), five bystander roles would emerge in cyberaggression: aggressor-supporter, 

defender, help-seeker, outsider, and passive bystander (H1). 

The second aim was to examine the main effects of parental monitoring (parental solicitation, 

parental restriction, and youth disclosure) on cyberbystander roles. We anticipated that cyber help-

seekers and defenders would share their digital experiences with their parents more often than 

aggressor-supporters and passive bystanders, while the latter groups would report having warning 

and blocking applications installed on their computers and mobile devices more often than other 

bystanders (H2). We also assumed that adolescents whose parents discuss online dangers and ask 

for information regarding online habits would defend the cybervictim, while adolescents whose 

parents set rules would support the cyberaggressor (H3). 

The third aim was to evaluate to what extent cyberbystander roles differ in interactions between 

parental monitoring variables (restriction, disclosure, and solicitation) and demographic variables 

(adolescent gender and age, and parent gender). We assumed that older adolescent girls who share 

their cyberexperiences with their mothers would defend the victim more often than younger 

adolescents, whereas boys whose fathers monitor their online habits with restrictive measures and 

by setting rules would more often support the cyberaggressor (H4). 
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Method 

Participants 

The sample consisted of 501 adolescents in Israel, all students in the 8th to 12th grades. Girls 

constituted more than half the sample (65.9%) and boys 34.1%. Participant age ranged from 14 to 

18 years (M = 16.31, SD = 1.34). More participants were in 12th grade (45.1%) than any other 

grade; the fewest were in 8th grade (4.8%). 

Procedure 

Data were collected using an anonymous self-report questionnaire in Hebrew that was sent to 

the student’s email address and contained a web link. Sampling was conducted after receiving the 

permission of the Ono Academic College ethics committee and the active consent of the 

participant’s parents. Participants could discontinue their participation at any time, were ensured 

anonymity, and received a gift card for their participation. 

Assessments and Variables 

Dependent variables: The cyberbystander roles scale was based on the Participant Role Scale 

(revised version; Salmivalli & Voeten, 2004), using the Hebrew version of the self-report 

questionnaire (Levy & Gumpel, 2018). The questionnaire was adjusted to cyberaggression 

incidents. Participants were asked to think of cyberaggression incidents in the past 6 months and 

to select the responses that most characterized them. The questionnaire included 15 items that 

describe cyberbystander roles in cyberaggression: defender (e.g., “You sent messages to others in 

order to help the victim”); aggressor-supporter (e.g., “You encouraged the offenders by sending 

comments”); help-seeker (e.g., “You notified an adult [parent, teacher, principal, or counselor] 

about cybervictim abuse”); passive bystander (e.g., “You read the offensive messages sent to the 

cybervictim, but did not respond”); and outsider (e.g., “You do not come across cyberaggression 

situations”). Items were rated on a 5-point scale ranging from 1 (never) to 5 (always). 

Independent Variables: The present study examined three main parental monitoring 

practices: parental solicitation, parental restriction, and youth disclosure. Parental solicitation was 

measured using three variables: discussion (“How often do your parents discuss social media 

dangers with you?”); information (“How often do your parents ask for information about your 

online surfing behavior?”); and rule-setting (“To what extent do your parents set rules and 

boundaries regarding your social media habits?”). Discussion and information were measured 

using a 3-point scale: 1 (never), 2 (seldom), 3 (frequently). Rule-setting was measured using a 3-

point scale: 1 (very little), 2 (moderately), 3 (very much). Parental restriction was measured using 

two variables: warning (“Have your parents installed warning applications on your mobile phone 

that warn of offensive content on social media?”), and blocking (“Have your parents blocked your 

access to certain websites?”). Youth disclosure was measured with respect to sharing information 

with their parents (“Do you share cyberaggression incidents with your parents?”). Parental 

restriction and youth disclosure variables were measured using two values: 1 (yes) and 2 (no). Two 



International Journal of Child, Youth and Family Studies (2020) 11(4.2): 13–36 

21 

variables examined parent gender: “Which parent monitors?”, and “With which parent do 

adolescents share their online experiences?”. These two variables were measured using 4 values: 

1 (father), 2 (mother), 3 (both equally), 4 (neither). 

Demographic variables: Participant demographic variables included gender and age. Gender 

consisted of 2 values: 1 (boy), 2 (girl). Age included 5 values, ranging from 1 (14 years old) to 5 

(18 years old). 

Data Analysis 

Data were collected using the participants’ self-report responses and analyzed at three levels. 

First, an exploratory and confirmatory analysis was conducted to examine the number and type of 

cyberbystander roles and to determine whether help-seeker and passive-bystander roles are found 

in cyberaggression incidents (Aim 1). Exploratory factor analysis was conducted to understand the 

latent constructs underlying the observed cyberbystander variables. Confirmatory factor analysis 

was conducted to evaluate the hypothesized structures of the latent constructs (Bandalos & Finney, 

2018). Second, descriptive statistics were evaluated by dichotomizing the cyberbystander roles 

into “no-participation” and “participation” values based on the cutoff value of one standard 

deviation. Three multivariate regression analyses were then conducted to examine which parental 

monitoring practices explained the variance in each of the cyberbystander roles (Aim 2). Based on 

the Bonferroni correction that controls for Type I errors, the significance level was adjusted to .02 

(.05 / 3). Standardized scores of the three parental solicitation variables were used in the 

multivariate regression analyses to control for different metrics. Last, ANOVA analyses were 

conducted to explore the interaction effects of parental restriction (warning and blocking) and 

youth disclosure (sharing) with demographic factors (gender and age) and parent gender (which 

parent monitors, and with which parent do adolescents share their online experiences) on each of 

the cyberbystander roles (Aim 3). 

Results 

Bystander Role: Links to Gender, Age, and Parental Monitoring 

The results show that 45% (n = 225) of the 501 participants were cyberaggression bystanders. 

Among the bystander roles, 10.8% (n = 54) were aggressor-supporters, 18.2% (n = 91) passive 

bystanders, and 16.0% (n = 80) defenders. Descriptive statistics of the independent variables show 

that more girls than boys engaged in passive-bystander behavior (10.6% and 7.6%, respectively) 

and in defending the victim (11.0% and 5.0%, respectively). By contrast, more boys (6.2%) than 

girls (4.6%) supported the aggressor. 

Regarding parental monitoring, 47.9% (n = 240) of the participants shared their 

cyberaggression experiences with their parents, and 52.1% (n = 261) did not do so. Most parents 

did not install a warning application on their children’s mobile devices (88.8%, n = 445), and many 

of them did not block their children’s access to websites (76.8%, n = 385). Table 1 presents 
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averages, standard deviation, and Pearson correlation coefficients between cyberbystander roles 

and parental monitoring variables. 

Validation of Bystander Roles (Aim 1) 

The cyberbystander scale was validated using a combination of exploratory factor analysis 

(EFA) and confirmatory factor analysis (CFA). The maximum rotation likelihood extracted a 

three-factor solution. One item (“You usually do not encounter situations of cyberaggression”) did 

not load on any factor and was therefore deleted. Three cyberbystander roles were found in online 

aggression: aggressor-supporter, defender, and passive bystander. The aggressor-supporter factor 

included one item (“You spread offensive messages or images of the aggressor to avenge what he 

or she did to the victim”) worded to reflect the defender role. This item was also excluded from 

the study to prevent ambiguity. The three factors accounted for 56.89% of the variance. Based on 

the EFA, the model was then examined using CFA. The CFA results showed that all items loaded 

strongly on all four target factors (≥ .50). The χ2/df ratio was 3.63 and the RMSEA value was 0.07. 

The comparative fit index (CFI; .93), normed fit index (NFI; .90), and the Tucker-Lewis index 

(TLI: .91) values approached a good fit to the sample data. Appendix 1 summarizes the EFA and 

CFA analyses. The internal reliability of the defender, passive-bystander, and aggressor-supporter 

roles was measured using Cronbach’s alpha and their values were .87, .56, and .86 respectively. 

The Effect of Parental Monitoring on Cyberbystander Roles (Aim 2) 

The results of the first regression analysis indicated that the first model explained 0% of the 

variance in the defender role (R2 = .00, F(2, 498) = .35, p > .05). The second model significantly 

added to the predictive equation (R2 = .03, ΔR2 = .03, p < .01, F(5, 495) = 3.12, p < .01), as did the 

third model (R2 = .09, ΔR2 =.06, p < .001, F(8, 492) = 6.39, p < .001). In the third model, both 

sharing (βc = -.23, p < .001) and warning applications (βc = -.13, p < .01) significantly explained 

the variance in the defender role. 

A second regression analysis was conducted to examine whether parental monitoring (parental 

restriction, parental solicitation, and youth disclosure) predicted the aggressor-supporter role. 

Results indicated that the first model explained 3% of the variance (R2 = .03, F(2, 498) = 7.62, p < 

.01). The second model significantly accounted for additional variance (R2 = .05, ΔR2 = .02, p < 

.01, F(5, 495) = 5.48, p < .001) as did the third model (R2 = .14, ΔR2 = .09, p < .001, F(8, 492) = 

10.08, p < .001). Furthermore, rule-setting (βb = .16, p < .01), warning applications (βc = -.25, p < 

.001) and gender (βa = -.17, p < .001; βb = -.15, p < .01; βc = -.13, p < .01) all significantly explained 

the variance in the aggressor-supporter role. 
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Table 1. Averages, Standard Deviations, and Pearson Correlation Coefficients Between Cyberbystander Roles and Parental 

Monitoring Variables 

Variable M SD Defender 

Passive 

bystander 

Aggressor-

supporter Sharing 

Warning 

app 

Blocks on 

websites/ 

apps 

Parents 

discuss 

dangers 

Parents 

request 

info 

Defender 2.25 .94 –        

Passive bystander 2.30 .90 -.02  –       

Aggressor-supporter 1.25 .58 .23*** .24*** –      

Sharing (youth disclosure) 1.52 .50 -.27*** .08 -.08 –     

Warning applications 1.89 .32 -.15** -.04 -.33*** .12** –    

Blocks on websites/applications 1.77 .42 -.04 .04 -.24*** .00 .44*** –   

Parents discuss online dangers 2.15 .68 .14** -.03 .04 -.30*** -.10* -.12** –  

Parents request information 1.75 .70 .14** .05 .05 -.27*** -.15** -.14** .45*** – 

Parents set online activity rules 1.54 .70 .09 .02 .17*** -.16*** -.26*** -.38*** .29*** .45*** 

*p < .05. **p < .01. ***p < .001. 

Table 2 presents the results of the regression model coefficients for the aggressor-supporter, defender, and passive-bystander roles. 
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Table 2. Multiple Regression Analyses for Aggressor-Supporter, Defender, and Passive-Bystander Roles 

 Model 1  Model 2  Model 3 

 B SE B βa R2  B SE B βb R2 ΔR2  B SE B βc R2 ΔR2 

                 Defender 

Gender 
   .00     .03** .03**     .09*** .06*** 

Gender .07 .09 .04   .08 .09 .04    .07 .09 .04   

Age .01 .03 .01   .03 .03 .04    .03 .03 .04   

Parents discuss online dangers      .09 .05 .10    .04 .05 .05   

Parents request information      .09 .05 .09    .04 .05 .05   

Parents set online activity rules      .03 .05 .03     .01 .05 .01    

Sharing (youth disclosure)            -.43 .09 -

.23*** 
  

Warning applications            -.38 .15 -.13**   

Blocks on websites/applications            .07 .11 .03   

                 
Aggressor-supporter    .03**     .05*** .02**     .14*** .09*** 

Gender -.21 .05 -

.17*** 
  -.19 .05 -.15**    -.15 .05 -.13**   

Age  -.01 .02 -.03   -.01 .02 -.02    -.01 .02 -.03   

Parents discuss online dangers      -.00 .03 -.01    -.01 .03 -.02   

Parents request information      -.01 .03 -.02    -.02 .03 -.04   

Parents set online activity rules      .09 .03 .16**    .04 .03 .06   

Sharing (youth disclosure)            -.08 .05 -.07   

Warning applications            -.45 .09 -

.25*** 
  

Blocks on websites/applications            -.15 .07 -.11*   

                 
Passive bystander    .01     .02 .01     .03 .01 

Gender -.20 .09 -.10   -.20 .09 -.11    -.17 .09 -.09   

Age .02 .03 .02   .02 .02 .03    .02 .03 .02   

Parents discuss online dangers      -.06 .05 -.07    -.04 .05 -.05   

Parents request information      .08 .05 .09    .09 .05 .10   

Parents set online activity rules      -.01 .05 -.02    .01 .05 .01   

Sharing (youth disclosure)  –          .16 .09 .09   

Warning applications            -.17 .15 -.06   

Blocks on websites/applications            .17 .11 .08   

**p < .01. ***p < .001. 
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An additional multivariate regression analysis was conducted to examine whether parental 

monitoring (parental restriction, parental solicitation, and youth disclosure) predicted the passive-

bystander role. The first model did not explain significant variance for this role (R2 = .01, F(2, 498) 

= 2.72, p > .05). Neither the second model (R2 = .02, ΔR2 = .01, p > .05, F(5, 495) = 1.79, p > .05) 

nor the third model (R2 = .03, ΔR2 = .01, p > .05, F(8, 492) = 1.82, p > .05) significantly added to 

the predictive ability of the regression equation. 

The Interaction Effect of Parental Monitoring and Parent Gender (Which Parent 

Monitors/Which Parent Child Shares With) on Cyberbystander Roles (Aim 3) 

ANOVA analysis for the defender role was conducted based on the multivariate regression 

analyses in order to examine to what extent installing warning applications and sharing with 

parents differed by parent gender. Table 3 presents the average and standard deviation values of 

the main effects and interaction effects for cyberdefenders and cyberaggressors. Results show a 

significant main effect for sharing (F(1, 446) = 7.64, p < .01, η2 = .02), such that adolescents who 

shared their online experiences with their parents (M = 2.51, SD = .95, n = 240) defended the 

victim more than adolescents who did not share these experiences (M = 2.01, SD = .86, n = 261). 

However, main effects were not found for warning applications (F(1, 446) = 2.74, p > .05), which 

parent monitored (F(3, 446) = .64, p > .05), and with which parent the adolescent shared 

information (F(3, 446) = .53, p > .05); also, interaction effects were not found to be significant for 

the defender role. Table 3 presents the averages and standard deviations of the main effects and 

interaction effects for the cyberdefender role. 

An additional ANOVA analysis was conducted for the aggressor-supporter role in order to 

examine the extent to which installing warning applications differed by parent gender. Results 

indicated a main effect for warning applications (F(1, 485) = 48.26, p < .001, η2 = .09), such that 

higher aggressor-supporter scores were found among adolescents whose parents installed warning 

applications (M = 1.79, SD = 1.08, n = 56) compared to those whose parents did not install these 

applications (M = 1.18, SD = .44, n = 445). A main effect was also found for participant gender 

(F(1, 485) = 11.79, p < .01, η2 = .02), such that significantly more boys (M = 1.39, SD = .71, n = 

171) than girls (M = 1.18, SD = .49, n = 330) reported supporting the aggressor. 

Three interaction effects significantly predicted the aggressor-supporter role: the first 

interaction effect between gender and gender of monitoring parent predicted the aggressor-

supporter role (F(3, 485) = 5.07, p < .01, η2 = .03); the second interaction effect between warning 

applications and gender of monitoring parent predicted the aggressor-supporter role (F(3, 485) = 

4.08, p < .01, η2 = .03); and the third interaction effect between participant gender, warning 

applications, and gender of monitoring parent predicted the aggressor-supporter role (F(3, 485) = 

4.02, p < .01, η2 = .02). 
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Table 3. Averages and Standard Deviations of the Main Effects and Interaction Effects for 

Cyberdefender and Cyberaggressor 

Defender 

 Sharing With which parent do you share? M SD n 

 Yes Father 2.35 .83 16 

Mother 2.52 .94 115 

Both equally 2.65 .97 79 

Neither 2.20 .96 30 

Total 2.51 .95 240 

 No Father 2.14 .95 18 

Mother 2.08 .90 79 

Both equally 2.24 .89 48 

Neither 1.84 .78 116 

Total 2.01 .86 261 

Aggressor-supporter 

Gender Warning applications  Which parent monitors? M SD n 

Boys Yes Father 2.50 1.33 6 

Mother 1.87 1.29 13 

Both equally 1.74 .74 9 

Neither 2.11 .38 3 

Total 1.98 1.09 31 

No Father 1.33 .64 15 

Mother 1.23 .47 47 

Both equally 1.35 .61 24 

Neither 1.22 .48 54 

Total 1.26 .51 140 

Total 1.39 .71 171 

Girls Yes Father 1.00 .00 3 

Mother 1.17 1.29 12 

Both equally 1.75 .501 4 

Neither 2.44 .41 6 

Total 1.55 1.04 25 

No Father 1.08 .18 20 

Mother 1.15 .38 107 

Both equally 1.23 .49 53 

Neither 1.13 .39 125 

Total 1.15 .40 305 

Total 1.18 .49 330 
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Figure 1. Interaction Effect of Warning Applications and Which Parent Monitors on the 

Aggressor-Supporter Role for Boys 

 
 

Figure 1 illustrates the three interactions and shows higher scores for the aggressor-supporter 

role among boys whose parents installed warning applications and whose fathers monitored their 

online activities (M = 2.50, SD = 1.33, n = 6). The lowest scores for this role were found among 

boys whose parents did not install warning applications and whose online activities were 

monitored by neither parent (M = 1.22, SD = .48, n = 54). In contrast, Figure 2 shows higher 

aggressor-supporter role scores among girls whose parents installed warning applications but did 

not monitor their online activities (M = 2.44, SD = 1.41, n = 6), whereas the lowest scores for this 

role were found among girls whose parents did not install warning applications and whose fathers 

monitored their online activities (M = 1.08, SD = .18, n = 20). 

Figure 2. Interaction Effect of Warning Applications and Which Parent Monitors on the 

Aggressor-Supporter Role for Girls 
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Discussion 

This paper presents the findings of a study that explored the effect of parental monitoring on 

cyberaggression bystander roles. The main purpose of the current study was to examine the effect 

of this mediation on cyberbystander roles by participant age and gender, and parent gender. Several 

findings are particularly noteworthy. 

First, contrary to hypothesis H1, the help-seeker role was not found to be distinct from the 

defender role. This result may indicate that, unlike traditional aggression, cyberbystander pro-

victim roles are not distinguished by direct (defender) and indirect (help-seeker) patterns (Levy & 

Gumpel, 2018). This may be the result of the indirect nature of online interaction, which is 

characterized by anonymity, low supervision, and physical distance (Patchin & Hinduja, 2010). 

Furthermore, the analysis did not find an empirical distinction between the outsider and the 

passive-bystander roles, but instead showed that these two roles merge into one in online 

aggression. The item “You usually do not come across situations where cyberaggression occurs” 

was not associated with any of the cyberbystander roles. This may be explained by the unique 

characteristics of online interaction in which all participants are exposed to and aware of 

cyberaggression incidents. Therefore, both the passive bystander and the outsider exhibit passive 

behaviors and avoid active intervention. Previous studies suggested that although the outsider and 

the passive bystander exhibit similar behavior, they represent different roles. While the outsider 

was associated with the victim, the passive bystander was associated with the aggressor-supporter 

(Levy & Gumpel, 2018). The current study may suggest that the outsider roles in cyberaggression 

and in traditional aggression are not the same. Therefore, assessment of this role in online 

aggression is inaccurate and further research should examine the distinctions between the outsider 

and passive-bystander roles in the cyberaggression context. 

Second, the results support hypothesis H2 and reveal that youth disclosure (sharing with a 

parent) is key to cyberbystander roles. The results indicate that adolescents who shared their online 

cyberaggression experiences with their parents tended to defend the victim more than those who 

did not share. This result concurs with prior research showing youth disclosure to be a protective 

factor against both traditional aggression and cyberaggression (Elsaesser et al., 2017). 

Nonetheless, and contrary to hypothesis H4, an interaction effect was not found between sharing 

with a parent and the gender of the parent with which the information was shared. This may imply 

that youth disclosure is a key element in motivating teenagers to support the victim, regardless of 

which parent they share their cyberaggression involvement with. However, this result may differ 

by cyberaggression type. For example, girls who are bystanders to cybersexual aggression may 

confide in their mothers more than their fathers, because they prefer to discuss intimate gender 

issues with a member of their own gender. Hence, future studies should further explore this result 

with consideration of the different types of cyberaggression. 
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Third, as proposed in hypothesis H2, adolescents who reported parental restriction (warning 

applications) were more likely to support the aggressor than those whose parents did not use 

restriction interventions. This finding is compatible with a previous study showing that adolescents 

whose parents used restriction interventions were more likely to be cyberaggressors and 

cyberaggression victims than those whose parents did not use such measures (Mishna et al., 2012). 

Hence, parental restriction measures in cyberaggression are more prevalent among 

cyberaggressors and aggressor-supporters. 

Additionally, in agreement with hypothesis H3, only one parental solicitation practice 

predicted the aggressor-supporter bystander role: parental rule-setting for online behavior. The 

results indicate a positive association between rule-setting and the aggressor-supporter role, such 

that rules set by parents predicted the aggressor-supporter bystander role. Since rule-setting is 

considered another form of parental restriction (Kerr et al., 2010), these results may imply that 

parental restrictions (e.g., using technologies to block websites or applications, or setting rules) 

are more common among aggressor-supporters, perhaps as a consequence of their involvement in 

cyberaggression. These results raise questions regarding the efficacy of restriction interventions in 

discouraging adoption of the pro-aggressor bystander role. Perhaps these restrictive parental 

measures do not serve as a substitute for direct parental involvement in addressing adolescent 

cyberaggression by, for example, creating an atmosphere in which adolescents willingly share their 

cyberaggression experiences. Future studies should examine the reasons that parents restrict their 

children’s online activity, especially in the case of cyberaggressor-supporters. 

Fourth, the results of the current study highlight the role of parent gender in predicting the 

cyberbystander’s role. Consistent with hypothesis H4, higher aggressor-supporter scores were 

found among boys whose parents installed warning applications and whose fathers monitored their 

online activities. However, contrary to H4, higher aggressor-supporter scores were found among 

girls whose parents installed warning applications, but neither parent monitored their online 

activities. Finally, the lowest aggressor-supporter scores were found among girls whose parents 

did not install warning applications and whose fathers monitored their online activities. These 

results point to the important role fathers play in their adolescent children’s adopting the 

cyberbystander role. Paternal monitoring increases the likelihood of boys supporting the 

cyberaggressor, but decreases that likelihood among girls. These results contradict the finding of 

a previous study that mothers are more involved than fathers in monitoring their children’s online 

use at home (Lau & Yuen, 2016). However, that study did not specifically examine the effect of 

parental monitoring on cyberbystander roles. 

Some scholars consider cyberaggression to be a form of indirect aggression (Hemphill et al., 

2012), one that uses social relationships as a direct or indirect means of controlling and socially 

isolating the victim. This type of aggression has been reported to be more common among girls 

(Bjorkqvist et al., 1992; Crick et al., 2007). Many forms of relational aggression and 

cyberaggression are considered covert and not easily recognized by adults, and so are less 

frequently addressed by parents and school practitioners (Barnes et al., 2012). This may explain 
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why girls in our study tended to support the cyberaggressor when neither parent monitored their 

online activities. 

Lastly, contrary to hypothesis H4, interaction effects between age and restriction interventions 

or sharing with a parent did not predict any of the bystander roles. This result is inconsistent with 

previous studies finding that bystander roles differ between early and later adolescence (Olenik-

Shemesh et al., 2017; Pabian & Vandebosch, 2016; Van Cleemput et al., 2014). However, this 

inconsistency may be the result of the relatively small number of young adolescents (in Grades 8 

to 9) in the present sample. 

Furthermore, parental monitoring measures, such as adolescent disclosure, installing warning 

applications, and blocking websites, were not associated with the passive-bystander role. This 

result raises questions regarding the extent and type of parental influence on certain cyberbystander 

roles, and highlights the stability of passive cyberaggression patterns in the face of family 

influences. Future studies should examine the effect of parental and other proximal and distal 

influences on the passive-cyberbystander role. 

Limitations 

The results of the current study may have been influenced by a relatively higher representation 

of girls and older adolescents. Additionally, the results regarding the outsider and passive-

bystander roles indicate that further analysis of the distinction between the two is needed. The 

abovementioned explanations regarding parent gender differences in online monitoring of both 

genders clearly indicate that further research is required. 

Implications for Practice 

The results of the current study highlight the importance of designing prevention programs that 

focus on both parental monitoring and adolescent disclosure. These programs should encourage 

adolescents to frequently engage in disclosure and share their cyberexperiences with their parents. 

Prevention programs should also aim to increase parents’ awareness of the benefits of expanding 

their dialogues with adolescents on issues rather than relying on restriction interventions. 

Another important implication is the need to design prevention programs aimed at developing 

the communication skills of both the parent and the adolescent in order to effectively contend with 

cyberaggression incidents. Such programs should focus on training parents and adolescents to 

recognize both cyberaggression and cybervictimization incidents and to practise effective coping 

and response strategies including defending the victim, sharing incidents with parents, and parental 

involvement and guidance. 
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Appendix 1 

Factor Analyses 

Table 4. Factor Loadings of Exploratory Factor Analysis (EFA) and Confirmatory Factor 

Analysis (CFA) for the Cyberbystander Roles Scale (N = 501) 

 EFA  CFA 

Item DF AS PB Out  DF AS PB 

You advised the victim what to do after 

the cyberaggression 
.75 -.10 .10 .00 

 
.66   

You sent a message to the whole group 

demanding that they stop the 

aggression against the victim 

.78 .02 -.06 -.01 

 

.72   

You sent a personal message to the 

offender to stop hurting the victim 
.70 .25 -.09 .07 

 
.69   

You sent messages to others asking 

them to help the victim 
.73 .12 -.00 .07 

 
.69   

You notified an adult (parent, teacher, 

principal, counselor) about the victim’s 

online abuse 

.74 .06 .04 -.11 

 

.67   

You notified a family member or close 

friend of the victim 
.70 .25 -.01 .07 

 
.69   

After the event, you went with the 

victim to get help 
.79 .10 -.07 .03 

 
.77   

You encouraged others to send abusive 

messages to the victim 
.12 .84 .06 -.05 

 
 .85  

You sent the offensive messages or 

offensive images of the victim to other 

social media networks 

.14 .86 .10 -.10 

 

 .86  

You responded with laughter to the 

insult (you sent comments like: “ha, 

ha” or a laughing emoji) 

.03 .79 .14 .07 

 

 .67  

You spread offensive messages or 

images of the aggressor to avenge what 

he did to the victim 

.20 .83 .09 -.02 

 

   

You read the offensive messages sent 

to the victim, but did not respond. 
-.03 .21 .69 .13 

 
  .61 

You preferred to disconnect and not 

follow what was happening 
.00 .15 .69 .07 

 
  .55 

You ignored the offensive messages 

that were sent to the victim. 
-.03 -.04 .78 -.07 

 
  .50 

You usually do not encounter situations 

where cyberaggression occurs. 
.06 -.09 .12 .97 

 
   

% Variance explained 26.14 46.00 56.89 63.59     

Cronbach’s alpha (α) .87 .86 .56 -     

Note. Factor loadings above .50 are in bold. DF = Defender; AS = Aggressor-supporter; 

PB = Passive bystander; Out = Outsider. 


